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ABSTRACT 
In this paper, we describe Safety++, an IoT ecosystem of 
connected wearable elements aimed at improving safety in the 
workplace in the energy industry. Safety is a major concern for 
energy companies and, despite the large availability of protective 
equipment and the adoption of strict safety procedures, it still 
remains a problem. Unsafe behavior is the main cause of incidents 
and is not addressed by current solutions. We exploit 
advancements in IoT and wearable computing to design, build and 
test a platform aimed at improving awareness, peer supervision 
and emergency fast response in the workplace. We do this by 
following a user centered design approach, which takes into 
consideration the user needs and actual experience, in order to 
increase also the solution’s acceptability and adoption. Results 
demonstrate that focusing on real time feedback, awareness and 
peer communication in IoT systems can reinforce safe practices 
and attitudes and lead to a safer environment in energy 
companies. 

CCS Concepts 
• Human-centered computing - Human computer interaction 
(HCI) → User models; • Embedded and Cyber-physical 
systems - Sensor networks.   
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1. INTRODUCTION 
Worker’s health and safety is a primary concern in any industrial 
environment for both employees and the company as a whole. 
Continuous improvements in safety regulations and innovative 
solutions are being implemented in order to provide the worker 
with a safe environment and increasing real-time awareness about 
risks, hazards and appropriate safety procedures in the workplace.   
However, incidents still occur, as fatalities, accidents or near 
misses, often caused by workers’ unsafe behaviors and lack of 
compliance to laws and regulations. Griffin and Neal define safety 
compliance [5] as “the core safety activities that need to be carried 
out by individuals to maintain workplace safety. These behaviors 
include adhering to tagout and lockout procedures and wearing 
personal protective equipment”. Although strict safety procedures 
and rules, as well as personal protective equipment (PPE), are 
largely available, they are not always effectively applied or used 
by workers. Therefore, the cause of accidents in the workplace is 
frequently a matter of limited safety compliance, which requires a 
shift in the approach to the design of safety solutions in the 
workplace. Advancements in technologies like ubiquitous 
computing, Internet of Things (IoT) systems based on object-to-
object connectivity and miniaturized and wearable sensors, allow 
to create safer environments, increasing monitoring and real-time 
awareness [14]. Still, their design is often too focused on technical 
aspects and performance, while the users’ real needs and actual 
activity contexts are overlooked. 
In this paper, we present a novel approach to the design of IoT 
and wearable computing systems for industrial health and safety, 
based on user centered design (UCD), a process that is especially 
suitable to investigate and address users’ behavior, attitudes, 
needs, and values in designing new solutions. We exemplify this 
approach by describing a case study developed in the energy 
industry, especially in the context of oil refineries. The case study, 
a project called Safety++, was developed in collaboration with 
ENI S.p.A1, a worldwide energy company. 
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1.1 Unsafe behavior in the energy industry 
Workers’ safety is a major concern for companies, especially in 
the energy field [18], where many different types of activities take 
place in hazardous and extreme environments, and risks stem 
from a number of factors, i.e. physical (UV rays, extreme 
temperatures, noise), chemical (gas, dust, vapors) and biological 
hazards.  In these environments, rules and processes have been 
designed and implemented in order to limit and control dangerous 
and risky situations (see, for instance, the list of life-saving rules 
in [11] and process safety rules in [10]). However, despite the 
existence of such procedures and the obligation to constantly wear 
Personal Protective Equipment (PPE), there are rooted attitudes in 
the workforce that make it difficult to correctly apply such 
guidelines, therefore increasing the risk for incidents. Such 
attitudes can be expressed as overconfidence, ‘macho’ culture, 
lack of risk awareness, and distraction/tiredness. These underlying 
elements reinforce unsafe behavior, which, in turn, is the major 
predictor for accidents and near misses [15]. From 2010 to 2014, 
inattention, lack of awareness and lack of judgement were among 
the top ten causes for both fatal incidents and high potential 
events [12]. 

Overconfidence, i.e. overestimating one’s own abilities and the 
accuracy of one’s predictions, perceptions and judgments in 
performing a task is one of the main reasons for not using PPE, 
especially in experienced workers [16]. 

Another factor that plays a role in decreasing workers’ attention 
towards safety issues is a workplace culture focused on power, 
resistance and boldness - typical of heavy industries, which is also 
referred to as the ‘macho’ culture. Haukelid [7] describes this 
culture as characteristic of the ‘Texas period’, where in heavy 
industries “the accidents were part of the ‘roughneck’ identity, 
and for many, such minor accidents were a badge of honor, and 
‘part of the game’.” Although, according to the author, this culture 
has been replaced now by safer attitudes, signs of it still endure in 
energy companies.  

Unsafe behavior can also stem from lack of awareness about the 
risks connected to specific environments or activities (sometimes 
also due to inadequate training), which bring to superficial 
evaluations of the risks or to distractions that can turn out to be 
fatal. In these situations, confirmation bias [17] can heavily 
concur in the entrenchment of unsafe attitudes. Confirmation bias 
can be expressed as follows: “I lifted an excessive load and, as I 
expected, my back does not hurt. This means I can keep on lifting 
heavy loads, because it is safe”. This is applicable to a number of 
situations (e.g. not wearing PPE, not complying to safety rules, 
etc.), where the hypothesis of If-I-don’t-follow-safety-procedures-
nothing-will-happen is confirmed by facts. However, such facts 
can be mere chance (nothing happens because of lucky 
circumstances) or the negative consequences of unsafe behavior 
may be evident only over time, e.g. causing serious damages, 
health problems or occupational diseases after months or years. 

Recent advancements in technology allow to tremendously 
increase the monitoring of workers in the workplace, showing 
enormous potential for safety improvement. The ability to control 
workers’ activities in real time and to give instant feedback in 
case of incorrect behavior, as well as the possibility to provide 
immediate information about the presence of hazards in the 
environment, are possibilities made available by new 
technologies, which may deeply transform safety practices and 
culture. 

In this paper, we aim at investigating this unexplored potential by 
presenting the Safety++ project, a case study in which 

advancements in IoT and wearable computing are leveraged to 
design a new ecosystem of connected solutions for workers’ 
safety. The presented system, however, does not focus exclusively 
on functional and technical performances, but also considers 
users’ actual needs, attitudes and use contexts, to overcome the 
limitations of current solutions and to promote awareness and 
collaboration in the workplace.  

1.2 Improving safety by making technology 
meaningful: from connectivity to 
communication 
Despite the presence of a wide number of protective solutions and 
safety procedures, the adoption of such measures strongly 
depends on individual users’ behavior. Incorrect attitudes and 
actions stemming from the above-mentioned issues are common 
in workplaces and reduce the effectiveness of safety procedures 
and equipment. Therefore, there seems to be a gap between 
existing protective measures and their real adoption. This gap 
should not be considered only in terms of performance and 
ergonomics of safety equipment, but also in terms of its ability to 
respond to real needs, to be perceived as meaningful, beneficial 
and acceptable by users (usable, wearable, consistent to personal 
values and concerns like privacy and health), and smoothly 
embeddable in the workflow. 

IoT systems and wearable technology show a great potential to 
improve safety, especially for what concerns workplaces’ 
monitoring and control. Nevertheless, so far, mainly single 
product solutions were developed to monitor, for instance, man 
down situations or gas presence in the environment. Such 
products are usually external handheld devices that are carried by 
the worker and convey information to a central database, from 
which information is sent to the control room in case of 
emergencies. The study of how such information can be 
transferred to the worker, the peers and the supervisors in real 
time and on site, in order to effectively reinforce safety practices, 
is still an unexplored area. 

1.3 Related work 
Researchers in the field of Computer Systems Organization have 
explored novel ubiquitous computing opportunities in the oil and 
gas industry [9] [13] [14]. Their prototypes developed in response 
to on-site needs focused on improving remote visualization and 
connected, active barriers, ambient awareness of plant activity, 
and enhanced productivity with in-field, mobile process control 
and information. Their work showed great results in improving 
the response time for first responders but unfortunately, those 
prototypes were not field tested, making it hard to evaluate their 
results [9]. Another related project was done by Kritzler et al. 
where consumer ready wearables were used to ensure that the 
right PPE required for a specific task was worn [13]. 
Unfortunately, this project was never tested in the field either. In 
order to transform and improve the safety equipment in a truly 
unobtrusive and ubiquitous technology, novel physiological 
computing software tools should empower mobile devices with 
sophisticated functionalities, facilitating the integration and rapid 
prototyping of physiologically driven/adaptive systems. 

1.4 Scope of the work 
How can the ability to monitor people and environment improve 
workers’ awareness of risks and incorrect behavior? Starting from 
the analysis of real problems in the context of safety in the energy 
industry, we performed and tested a UCD approach for the 
application of IoT and wearable computing solutions to the field 
of industrial safety. We aimed at developing an IoT ecosystem of 

164



wearable and connected devices, which focuses not only on 
connectivity, but on the communication of information between 
the objects and the worker and between people, by putting 
workers’ needs at the center, in order to improve their experience 
in the interaction with safety solutions. 

2. METHODOLOGY 
During the project, we followed a typical UCD process composed 
of four phases: discover, define, develop, and deliver [4]. The next 
paragraphs describe each phase, and highlight how the UCD 
approach has been applied to the design of a new IoT platform 
based on wearable devices for safety in the energy industry.  

2.1 Research and User analysis 
The first step of the project (discover) consisted in performing 
research and analysis on the user and the context, in order to 
collect data about the main safety issues in the energy industry 
and to identify unforeseen needs and problems to solve by the 
new solution.  

Literature research was performed in the field of safety in the 
energy industry, through the analysis of scientific papers, white 
papers and companies’ reports. 

Along with literature review, we performed user analysis by 
ethnography in three different refineries in Italy, with the aim to 
understand the workers’ everyday activities and needs, as well as 
the environment and context constraints, in order to identify 
possible design spaces for the development of new IoT solutions. 
We applied two different ethnography methods: user shadowing 
and semi-structured interviews. We involved three workers from 
the Information and Communications Technology (ICT) 
department, two site supervisors and five plant operators from the 
refinery and hydrocarbon extraction plant.  We audio recorded 
interviews and tracked the activity by videos and pictures. A 
subsequent analysis of the recorded material was performed, in 
order to identify the main problems to solve. 

From the interview analysis and the literature review, a number of 
health and safety problems emerged. They were framed into a 
visual map and were discussed with the company. This allowed 
the team to reduce the focus of the project to four main safety 
issues, to be explored by the subsequent design activity. 

2.2 Safety issues to address 
In the second step of the process (define), we identified four main 
problems we intended to address by designing a new IoT system 
for the energy industry: Exposure, Man down, Fall from height 
and Load lifting. 

2.2.1 Exposure 
Workers’ exposure to chemical and physical agents is critical for 
the energy industry. Workers are often unaware of their level of 
exposure chemicals (gas, dust, vapor), which are hardly 
perceivable by the human senses. Workers are provided with 
handheld gas detectors, which, however, are not always used 
because of time constraints or lack of awareness of the risk. 
Moreover, physical agents like light, sound or extreme 
temperatures represent another relevant source of risk.  

2.2.2 Man down  
Lone workers are common in the energy industry, where operators 
have to inspect or maintain wide areas. In this context, workers 
can encounter health issues (strokes, incidents, heart attacks) and 
lose consciousness, without being able to call for help. Making the 
communication, reaction time and the rescue intervention faster in 
case of man down is essential to increase safety in the workplace. 

This requires monitoring the vital signals of the worker, including 
the heart rate, continuously. 

2.2.3 Fall from height 
Construction industry accounted for 37% of falls-related fatalities 
and recorded a fatality rate four times the overall rate in the 2008–
2011 period [1]. In 2014 in the energy industry, Falls from height 
was responsible for 8.6% of lost workday injuries and also 
accounted for 4 of the 7 fatalities [2]. This does not happen 
necessarily because of lack of equipment, but rather due to 
negligence on the worker’s part.  Many times, protocols are not 
followed simply due to the worker’s overconfident attitude and 
forgetfulness in strapping in while working at height.  

2.2.4 Load lifting  
Another relevant problem for industrial safety is the manual 
lifting of excessive loads by workers. Rules set specific weight 
limits, which, however, are often ignored by workers, because of 
overconfidence in personal strength, reluctance in bothering other 
people to ask for help, and need to have the job done as fast as 
possible. 

2.3 Designing the Safety++ ecosystem 
2.3.1 Design approach 
Once the problems to address were clarified, the research team 
started the development phase, consisting in designing new 
solutions aimed to solve the mentioned safety issues.  

The aim of the design process was to generate a platform of 
connected solutions that could sense and analyze data coming 
from both the environment and the user, and display such data to 
different people (the individual worker, the team mates, the 
supervisor), in order to improve safety by encouraging positive 
behavior, peer-to-peer communication and by improving 
awareness. In particular, we focused on four different 
communication levels, which were used to guide the design of 
new solutions: 

Awareness. Increasing individual awareness, i.e. making the 
worker more conscious of his own unsafe actions and of 
environmental risks.  

Peers Alert. Connecting the worker with peers to provide instant 
help or to encourage peer-to-peer supervision. 

Remote Supervision. Connecting the worker to the control room 
and sending information to the supervisor. 

Action constraints. Impeding incorrect and unsafe actions by 
connecting wearable sensors to the workers’ tools or machines, 
which become automatically unusable when an incorrect behavior 
is detected. 

We carefully considered how to implement these communication 
levels into our solution, to improve the four problem areas 
identified. Data harvested from the IoT system could be used to 
activate communication with the individual worker, with peers or 
with the control room, or a mix of these levels.  

2.3.2 Design output 
By leveraging the potential of IoT and Wearable computing, we 
designed an ecosystem of connected objects that collects data 
from the workers and the environment through wearable sensors 
and makes them readable and available in real time, to engage the 
worker, the team and the company towards safer practices.  

The ecosystem is composed of four base wearable elements 
(sensor-rich vest, jacket, shoes and carabiner), a platform for data 
exchange, a dashboard and a mesh network.  
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Each base wearable element could be seen as a brick - functional 
and useful in itself - but much more interesting while used with 
other bricks to build a larger ecosystem.  

2.3.2.1 The ecosystem structure 
The wearable elements collect data about the worker’s health 
state, position, and activities, plus data about the environment. 
The collected data can follow two paths: i) they can be stored into 
the company’s database and can be accessed for monitoring by the 
control room; ii) they can activate a flag, i.e. they can be merged 
to identify dangerous situations that require immediate attention 
from either the worker, the worker’s team or the site supervisor. 
Flags can be activated, for instance, by a sensor detecting high 
levels of toxins in the environment, or by vital signs being out of 
normal ranges. Flags are transformed into direct 
communications/alerts on different levels (Awareness, Peers alert, 
Remote Supervision, Action constraint). 

The elements building the ecosystems are described in the 
following paragraphs. 

2.3.2.2 Vest + Jacket 
The vest is the element dedicated to monitor the user. It is able to 
gather information about the user’s health conditions through a 
respiration sensor, a heart rate sensor, and a galvanic skin 
response sensor (Fig. 1). It also embeds a flexure sensor to 
monitor posture (Fig. 2).  

 
Fig. 1. The vest embedding wearable sensors for biosensing 

(respiration, heart rate, and Galvanic Skin Response sensors) 
It is important for these sensors to have reliable sensing and 
communication, especially when they move as the worker moves. 
This was guaranteed through the sensors design and integration 
into the vest fabric.  
The system makes decisions based on the vital signals from these 
sensors. In addition to reading these signals separately, the data 
are analyzed together to infer information about the vital state of 
the worker, such as the stress level. 
Moreover, the vest has a man down sensor, which is activated 
when the user falls down in an accident. The sensor signal is sent 
both to the dashboard, which alerts the supervisor (Remote 
supervision level), and to nearby workers, who can intervene to 
rescue the incapacitated person (Peers alert level). The sensor can 
differentiate between two scenarios: a lying down position to 
perform some task; and a lying down position after an accident. 
The sensor is only activated in the latter scenario. The 
differentiation algorithm integrates signals from other sensors, 
such as the biosensors. 
The vest also includes a form of communication to the operator 
consisting of 16 points of haptic feedback (Fig. 2), used to create a 

number of haptic patterns that convey different messages (e.g. the 
presence of a man down nearby). 

 
Fig. 2. The vest showing 16 points haptic feedback 

All the data collected through the vest are sent to a central 
processor located at the upper back of the vest. This central 
processor is also a bridge that connects the vest to the second 
layer - the jacket, and the environment (Fig. 3).  

 
Fig. 3. The vest interface 

The outer layer consists of a jacket that has multiple sensors on 
both arms to monitor the environment, in particular air quality, 
noise levels, smoke, and any airborne chemical that could cause 
bodily harm (Fig. 4). 
Environment data coming from the sensors on the Jacket are 
visualized on and monitored by the dashboard. If there is an alarm 
(e.g. a high concentration of a toxic substance), an alert is sent via 
vibration to the worker wearing the vest (Awareness level), and 
the alert is also visualized on the dashboard by the supervisor 
(Remote supervision level).  

 
Fig. 4. The jacket embedding sensors to monitor environment 

hazards (gas, chemicals, noise) 

166



2.3.2.3 Carabiner 
The second highest cause of serious accidents in energy industry 
is due to falling from high places. From user analysis, it came out 
that the equipment to prevent these types of accidents are in place, 
however, there are no ways to ensure that the workers are 
following protocols. By creating a safety gear that is smart and 
connected, we can take a step forward to reduce those accidents. 
The new connected carabiner embodies a pressure sensor on the 
inside of the top part (the one that is in contact with the surface it 
is secured to - Fig. 5).  
The pressure sensor is used to check if the worker is strapped in. 
On the side of the carabiner, a wireless module constantly reads 
values from the sensor. The carabiner is also connected to the 
jacket, which embeds an altimeter, sensing when the worker is 
working at height. By crossing these two data (worker’s position 
and if he is strapped in or not), the system can detect when an 
unsafe situation is occurring. The carabiner is also connected to 
the worker’s toolbox. When the worker is strapped in, the micro 
controller will send a signal both to the central database and to the 
toolbox. The actuator in the box will open once it receives a signal 
acknowledging that the carabiner has been tethered to an object, 
and the worker will be able to access the tool. On the contrary, if 
the carabiner is not tethered, the toolbox will remain locked. This 
form of communication is an implicit one, and refers to the 
Activity constraints level. 

The signal sent to the central database is transformed into haptic 
feedback on the vest, which alerts the user if he is not strapped in.  

2.3.2.4 Shoes 
The connected shoes address the problem of load lifting. Lumbar 
injuries or muscle strains are common injuries in energy industry. 
Lack of awareness about movements and loads that can 
potentially cause an injury is one of the main causes. The shoes 
we designed embed a pressure sensor and a vibration motor as a 
feedback medium (Fig. 6). 

We aimed to make something as less intrusive as possible, 
therefore we integrated the weight sensors into the worker’s shoes 
soles. When the worker lifts excessive loads, the shoes vibrate and 
alert the user that the load that he is trying to carry is above the 
recommended weight (awareness). The vibration doesn’t stop 
until the sensor reads the normal load again. 
Moreover, a signal is automatically sent to the nearby workers, 
who are alerted of the fact that somebody needs help in lifting 
loads, by vibration into their own shoes. 

2.3.2.5 Dashboard 
The dashboard collects data from the connected objects to 
multiple aims:   

- It displays the worker’s real time exposure to chemicals 
and physical hazards, to increase awareness about risks 
and the need to use PPE. 

- It acts as an incentive by collecting data about the usage 
of the connected elements in a squad. If the elements are 
constantly worn, points will be accredited and a final 
prize will be won by the squad.  

2.3.2.6 The mesh network 
We opted to for a Mesh Networking configuration due to its 
powerful way to route data. Range is extended by allowing data to 
hop node to node and reliability is increased by “self healing,” the 
ability to create alternate paths when one node fails or a 
connection is lost (Fig. 7).   

We chose a ZigBee [19] mesh networking protocol, which is 
specifically designed for low-data rate, low-power applications. 
The mesh network was deployed and tested in a refinery, where 
there are many metal structures, which is challenging for a 
reliable RF network. 

 
Fig. 5. The carabiner system 

  
Fig. 6. The connected shoes 

 
Fig. 7. a) Diagram depicting the connection between nodes 
from the mesh network.  b) Image of one of the nodes on site. 

2.4 Prototyping and testing the Safety++ 
ecosystem 
In order to deliver the final solutions, in the last phase of the 
project we followed an iterative process of designing, prototyping, 
testing and evaluating our designs. Between two and four versions 
of each base wearable were prototyped in order to optimize 
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shapes, interaction modalities and performances. We built our 
own sensors and connectivity systems by designing and 
implementing hardware interfaces, circuit controls, circuit boards 
and 3D-printed shells for the sensors, and using some commercial 
subcomponents. 

During the development of the Safety++ ecosystem, we iteratively 
tested the prototypes with workers. The tests helped to develop 
solutions that meet both performance and usability needs. For 
instance, the weight sensors were first integrated in the rear, then 
into the sole of the shoes. Similarly, the gas sensors were made 
increasingly smaller and the biometric sensors were finally sewed 
into garments to make them almost disappear. 

We built working prototypes of the four base wearables and of the 
mesh network. Fig. 5, 6, 7, 8 and 9 show the final working 
prototypes of the Safety++ wearables ecosystem.  

 
Fig. 8. The Vest final prototype. Electronic circuits and 

sensors were sewed into the vest to minimize the perception of 
the technology presence. 

   
Fig. 9. The Jacket final prototype.  

2.4.1 Field test  
At the end of the process, we performed a field test of the 
prototypes with real workers in a non-active refinery owned by 
ENI S.p.A.  The field test was qualitative in nature and served two 
purposes: firstly, to collect feedback on the ecosystem as a whole 
and on the individual elements, useful for further developments of 
the project and, secondly, to evaluate the system’s technical 
performance. 

The on-site test began by deploying the mesh network nodes 
across the entire site, positioned so the workers wearing the 
Safety++ prototypes would always be detected by the network. 
The network was adjusted to reach full connectivity. Four workers 

were involved in the test. At the beginning of the test, the 
Safety++ ecosystem was presented and explained to them. The 
workers were asked to wear the prototypes and to simulate the 
activities they usually performed in four specific scenarios: 
exposure emergency, man down situation, load lifting and 
working at height. Three workers were involved in each scenario. 
The workers were asked to simulate also incorrect actions like not 
tethering while working at height or lifting excessive load. The 
prototypes could detect the incorrect behavior and would give 
feedback by the vest to the worker himself or to the peers.  

In the exposure emergency scenario, respiration, HR and GSR 
data from the vest electrodes were recorded and played in real 
time to demonstrate the system. In the man down scenario, the 
operator wearing the prototype was asked to lay down on the floor 
to test the dead-man switch so we would be able to record the 
time of flight, and the signal was sent to a nearby worker by the 
vest.  In simulating working at height, a worker wore the vest and 
jacket in order to test the feedback response from the carabiner. 
During the test, one operator stayed in the control room observing 
the dashboard while another walked to the area in which the 
worker climbed the stairs and did not tether the carabiner to the 
scaffold. The system was designed to send an alert to the operator 
after 20 seconds, and during the field test the operator would give 
us a thumb up if the alert was successfully sent or a thumb down 
if he didn't get an alert. After 40 seconds, the alert would be sent 
to the dashboard and to a nearby operator.  
During the test, we took pictures and we collected comments and 
feedback by notes. At the end of the test, we delivered a 
questionnaire focused on the vest haptic feedback. The operators 
were asked to evaluate different haptic patterns associated to 
different messages (man down, not tethered, etc.). The frequency 
and direction determined a pattern. The questionnaire asked to 
evaluate how clear and distinguishable the patterns were from 
each other and if the patterns could properly convey the messages 
associated with them. Answers were provided on a 10-point scale. 

Semi-structured interviews were also performed with the users at 
the end of the test. Questions were aimed at investigating the 
overall workers’ experience in each scenario and the effectiveness 
of the system in addressing and solving safety problems.  
In addition to the workers’ feedback, we also collected feedback 
from the company management operating in the Health, Safety, 
Environment and Quality Department and in the ICT Department. 
The collected feedback and the tests outcomes were analyzed 
and preliminary results are reported in the following paragraph.  

3. RESULTS 
A field test of the Safety++ ecosystem was performed in order to 
collect feedback useful to direct the design of possible subsequent 
versions of the system. Although the results reported in this 
paragraph are preliminary and qualitative, they are useful to 
understand the main benefits and weaknesses of the designed 
solution. 

Overall, the Safety++ ecosystem was positively evaluated both by 
workers of refineries and by the company management. The 
workers especially appreciated the attention to actual and 
everyday problems they encountered in their work activities. They 
also stated that the possibility to have real feedback about the 
environment and their bodily state was extremely useful in 
increasing their awareness of risk and their perception to work in 
a safer and more controlled environment.   

The ability of the system to read the user’s actions (e.g. lifting 
loads) and to send a haptic feedback both to the worker and to 
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nearby teammates was particularly appreciated. Indeed, workers 
perceived that this could decrease the excessive loads lifting by 
speeding up the process of finding help and by delegating to the 
system the task to bother a team mate. This made the experience 
positive and the use of the system more acceptable. 

Making the rescuing process faster in case of man down, thanks to 
peer communication, increased the worker’s perception of safety 
and protection at workplace. 
On the contrary, impeding actions in case of dangerous situations, 
e.g. keeping the toolbox close when the worker is not strapped in, 
was perceived as a less positive experience. Workers stated they 
prefer to be notified and to be able to decide by themselves how to 
react, instead of delegating to the system this power. The 
approach based on Activity constraint, indeed, was assessed as too 
intrusive. However, it was also perceived as extremely powerful 
to avoid incorrect behavior. Although it was evaluated as very 
effective, the overall negative perception of the experience should 
be taken into full consideration, as it highly determines the final 
acceptance of the solution. Indeed, in order for a safety product to 
be accepted and actually used, not only should it be effective, but 
it should also be able to meet the user’s values and emotional 
aspects. In this case, the feeling of “losing power” over the 
activity strongly affected the overall experience in a negative way 
and would compromise the consequent acceptance of the solution. 

4. DISCUSSION 
The user analysis performed at the beginning of the design 
process turned out to be essential in order to provide users with 
IoT solutions focused on actual problems.  
The developed ecosystem was aimed at finding new ways to 
increase workers’ real time awareness of risks and unsafe attitudes 
in the workplace, by monitoring the user and the environment and 
by merging data coming from multiple wearable sensors to detect 
hazardous situations. The goal was to make the communication of 
such situations both effective and acceptable, involving different 
actors and designing communication strategies suitable to each 
situation.  

Using data coming from the user and the environment to work on 
different levels of communication (Awareness, Peers alert, 
Remote supervision) came out to be a successful approach. In 
developing similar IoT systems, it is essential to carefully design 
the information flows and the communication paths, to adapt to 
different needs and conditions. For instance, only few information 
about emergencies is sent to the supervisors or the control room, 
while data are mostly used to increase the individual awareness of 
risks and incorrect behavior and to create more peer-to-peer 
control and mutual help among team mates. Working on different 
levels of communication and making the information perceivable 
by workers by providing immediate feedback increased the 
acceptability of the solution and improved the workers’ 
experience of safety.  
During the project, some critical issues to consider when 
designing for safety using IoT and wearable computing emerged 
as relevant and require further exploration: 

- Privacy. IoT and wearables allow constant monitoring 
of users’ health conditions and activities. This poses 
some problems from the privacy viewpoint. Although 
the system was developed to send information to the 
control room only in case of emergency, the feeling of 
‘being controlled’ may introduce a negative aspect in 
the experience and can affect the interaction with the 
system. In order to reduce this negative potential, the 

benefit must be clearly perceived, and should be higher 
than the discomfort. For instance, giving the user an 
immediate feedback useful for his own safety was 
fundamental in making him perceive the value of the 
solution. Moreover, carefully selecting the information 
to send to the control room was important as well. The 
use of personal data in this context requires more 
analysis and particular attention. 

- Information overload. Giving immediate feedback to 
the user about potential risky situations was perceived 
as greatly advantageous. However, this also carries the 
risk to distract the worker or to overload him with 
information. IoT systems focused on the communication 
of data should send effective feedback only when 
necessary, and they should be able to assess situations 
when the information may be distracting and therefore 
avoid it. 

- Sensory communication. Haptic feedback was chosen as 
the main sensory channel to alert users. This is due to 
the fact that vibration is very effective when it comes to 
activating and awaking the user and preparing him to 
react [6, 3]. Especially in the field of safety, being able 
to alert the user in a fast and alarming way is essential in 
dangerous situations. However, not all the messages 
conveyed by vibration in the Safety++ ecosystem have 
the same priority. Vibration is an effective channel to 
convey urgent information, however other sensory 
channels might be investigated (e.g. light, sound, 
pressure, etc.) for low-priority communications.  

Finally, being able to fast prototype the ecosystem and to test it on 
the field was extremely important to gather continuous feedback, 
which was used to feed the subsequent iterations that led to the 
final design.   

5. CONCLUSIONS 
We designed, prototyped and tested an IoT ecosystem of wearable 
products following a UCD approach. We focused on the actual 
user experience in real work environments to develop IoT 
solutions able to respond to real needs in the field of safety in the 
energy industry. Our approach was focused not only on the 
functions and performance of the system, but also on transforming 
connectivity into meaningful communication of risks and 
incorrect behavior, on multiple levels, both to workers, team 
mates and supervisors.  

Making data meaningful by reinforcing the communication 
among different actors and by displaying information through 
different means was effective in increasing worker’s awareness of 
risks and positive safety practices. This approach was aimed at 
minimizing the problems of overconfidence, distraction, ‘macho’ 
culture and lack of awareness, which represent some of the major 
causes of incidents in the workplace.  

Further user analysis should be carried on to collect more data 
about the potential impact of the Safety++ ecosystem on 
decreasing the number of fatalities, incidents and near misses in 
the energy industry. Moreover, the ecosystem might be developed 
and implemented for other types of industries, by maintaining the 
same principles and adapting features to the needs and activities 
of different kinds of workers.  
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